R smar Tse AT F weraw

T & W G AGTw) ACT FA (1 FRICAT A, T@AF BId=1226002-
Principal Controller of Defence Accounts (Central Command) 1 Cariappa Road, Lucknow
Cantt.— 226002

FIATHT BT H2453038-0522-F1ATerd Harg H/2451084-0522-.
Office Phone No.-0522-2451084/Office Fax No.-0522-2453038

E.Mail- cda-luck@nic.in

IMPORTANT CIRCULAR
No: EDP/AN/ 174 /Cyber Security/2022-23 Date: |3/03/2023

To,
Officer-in-Charge
All Sub-Offices (Under PCDA (CC(C))
All Sections (Local)

Sub : Phishing : Malware attached
Ref : HQrs E-mail dated 07.03.2023 .
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A copy of CGDA HQrs office e-mail cited under reference regarding
Phishing : Malware attached is enclosed with this letter. Instructions contained
therein are to be strictly complied with by all offices and sections under PCDA

(CC).

These mails are spoofed and sent to steal your mail id and password. Please
stay away from this type of mail neither open the link given on it nor sent it to
anyone else. In case, any individual has opened the above mentioned link, then it is
advised to follow instructions:-

1. Password must be reset immediately/changed on regular basis to prevent

such happening of security breach.
The system may be formatted to make it safe for future use.

3. Any occurrence regarding the breach in security may be informed on urgent
basis in future.

4. Password for KAVACH application must be reset immediately/changed on
regular basis to prevent such happening of security breach.
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Email PCDA EDPCC
Fwd: Phishing: Malware attached

From :3&71 &G Yy A= (H9 S9M) Tue, Mar 07, 2023 11:52 AM

<cda-luck@nic.in> -1 attachment
Subject :Fwd: Phishing: Malware attached
To :PCDA EDPCC

<pcdaccedp.dad@gov.in>, RANKA]J
SINGH <rankajprakash.dad@gov.in>,
PCDACC SECTT
<pcdaccsectt.dad@gov.in>

From: "CGDA EDP CENTRE" <cgdanewdelhi@nic.in>

To: "PCDAOPUNE" <cdao-pun.cgda@nic.in>, "CDA Secunderabad" <cda-
secd@nic.in>, "JtCDA Funds" <jcdafunds@nic.in>, "PCDA SC PUNE" <cda-
pune@nic.in>, "CDA Chennai" <cda-mad@nic.in>, "edp centre pcda" <cda-
jammu@nic.in>, "PCDA Bangalore" <cda-blor@nic.in>, "PCDA WC
CHANDIGARH" <cda-chd@nic.in>, "3&T AT fAt=e, UeT" <cda-
patna@nic.in>, "I& oRaT Uy e (H¥ D HM)" <cda-luck@nic.in>,
"CDA PD Meerut" <cdapd.cgda@nic.in>, "DCDA (EDP) PCDA, New Delhi"
<edp.pcdand@nic.in>, "EDP CENTRECDA GUWAHATI" <cda-guw@nic.in>,
"EDP Centre PCDA (P) Allahabad" <pcdapedp.cgda@nic.in>, "Pr.C.D.A. (Air
Force)" <cda-dehr@nic.in>, "EDP PCDANAVY" <edppcdanavy.dad@gov.in>,
"CDA JABALPUR" <cda-jbl@nic.in>, "PCDASWC JAIPUR"
<pcdaswc.cgda@nic.in>, "CDA CSD" <csd-mumb.cgda@nic.in>,
"CONTROLLER OF DEFENCE ACCOUNTS RnD" <cdarnd.blor.cgda@nic.in>,
"PCDA (R&D) NEW DELHI" <cdaradnd@nic.in>, "PCDA BORDER ROADS"
<cda-br@nic.in>, "I&T @1 Yy fAd3& (a1 ¥), 73 fowell / PCDA (AF), New
Delhi" <cdaaf-delhi.cgda@nic.in>, "PRINCIPAL CONTROLLER OF DEFENCE
ACCOUNTS research" <cdard-hyd.cgda@nic.in>, "Deepak Kumar Saha"
<cda.ids@nic.in>, "PCA(Fys) KOLKATA" <cda-cal@nic.in>, "CDAARMY
MEERUT" <cdaarmymeerut.dad@gov.in>, "ciaof mo kolkata"
<ciaof_mo_kolkata@hub.nic.in>, "CDANCG DELHI"
<cdancgdelhi.dad@hub.nic.in>

Cc: "HimanshuShanker IFA,DAD,MOD,J&K" <idashshankernc.dad@gov.in>,



"MugdhaKaurJaggi ACDA,DAD,MoD,Gujrat" <mugdhakaur.dad@gov.in>,
"NEERAJ SURENDRAN" <neerajsurendran.dad@hub.nic.in>, "Sujit Kumar"
<sujit_kumar.cgda@nic.in>

Sent: Tuesday, March 7, 2023 11:43:43 AM

Subject: Phishing: Malware attached

Subyect: Phishing: Mabware mtached

M b been ohacrved that mails with fotkowing attachment are being received i NIC mail teopy uf mail enclosed)
DO NOT CLICK ON THIS LINK
—_—

Decumentary: Wtps//cert-Inorg med.gov ivindes.html
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| IT&S Wing| CGDA Delhi Cantt | 110 010 |
| Website: www.cgda.nic.in |

| Contact No: 011 25665761-762 |

| Fax No: 011 25675030 |
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% Controller General of Defence Accounts
Ulan Batar Road, Palam, Delhi Cantt. - 110010
Phone:011-25665761-762 Fax: email:cgdanewdelhitnic.in
No. Mech/IT&S/810/Cyber security Date: 07.03.2023

To,

The all PCsDA/CsDA

The all Pr. IFA/IFA

Subject: Phishing: Malware attached

It has been observed that mails with following attachment are being received in NIC mail
(copy of mail enclosed).

DO NOT CLICK ON THIS LINK

Documentary: https!fcert—in.org/mod.gov.infindex.iftih'l'

These mails are spoofed and sent to steal your mail id and password. Please stay away
from this type of mail neither open the link given on it nor sent it to anyone else. In case, any
individual has opened the above mentioned link, then it is advised to follow instructions:-

i) Password must be reset immediately/changed on regular basis to prevent such
happening of security breach.

i) The system may be formatted to make it safe for future use.

iif) Any occurrence regarding the breach in security may be informed on urgent basis
in future.

iv)  Password for KAVACH application must be reset immediately/changed on
regular basis to prevent such happening of security breach.

Str. ACGDA has seen.
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Honey Trapping

From : PCDA WC CHANDIGARH <cda-chd@hub.nic.in>
Subject : Honey Trapping
To : RAVIROOP SING KOHLI <rushgla.mail@gov.in>
Cc : Ankul Gupta <ankulgupta.818x@gov.in>, ANUP GUPTA <ptlacz3-
mes@nic.in>, DHARMENDRA SINGH <himmat.brave@nic.in>,
CHANDAN GUPTA <chandangupta94.dad@gov.in>, EKTA GUPTA

<ektagupta90.dad@hub.nic.in>, RANA <tremendous.05@gov.in>,
Vivek Bajpai <dpd-oscc@nic.in>, Sanjay Kumar Gupta

<dircontleinc-mes@nic.in>, Army Engineer GE AF TA MAHARAJPUR

GWALIOR <afemmrjpr4-mes@nic.in>, Army Engineer hakimpet
<afhakim4-mes@nic.in>, AO GE HALWARA <aogeaf- :
hiw.cgda@nic.in>, NAKUL SHARMA <speaker.voiceover@nic.in>,
Hariharan M <hariharan.m@gov.in>, N Harish gl
<nhaish.247m@gov.in>, DPDO Hissar <dpdohissar.cgda@nic.in>,
Sanjeev Hazarika <shazarika.314w@gov.in>, DGC <nccgphq-
ludhiana@nccindia.nic.in>, PCDAWC HINDICELL .
<pcdawchindicell.dad@hub.nic.in>, Ashish Hooda
<ashoda.090p@gov.in>, ACCOUNTS SN PCDA RND HYD <accts-
cdardhyd.cgda@nic.in>, AN SN PCDA RND HYD <an-
cdardhyd.cgda@nic.in>, IA SECTION <iasection.dad@hub.nic.in>,
ichrd4-mes@nic.in, SPARROW IDAS <sparrow.dad@hub.nic.in >,

MANISH IDASSHARMA <manishsharmaidas.dad@gov.in>, CGDA IFA

<cgdaifa.dad@gov.in>, IFACORPSHQ <ifahq2corps.dad@gov.in>,
IML <thrust.home@gov.in>, Inderjit Singh <inderjit.singh@nic.in>

SPARROW IDAS

Mon, Mar 06, 2023 04:43 PM

1. An employee of ITR, Chandipur was honey trapped by PIO, leaking sensitive information in

return for sexual videos and gifts.

2. Cert-In has prepared a documentary on honey trap cases & attempts by PIO. It is advised to
view the documentary and instruct under commands to follow necessary precautions.

Documentary:
https:/ /cert-in.org/mod.gov.in/index.html
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