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Circular 0-’1
No: EDP/AN/174/Cyber Security/2023-24 Date: ¥ 1/07/2023
To,
Officeftin-Charge
All Sectjons

All Sub-Offices
Under PGDA(CC) Lucknow
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Subject : Cyber Security Advisory

Reference : HQrs Office letter No. Mech/IT&S/810/ CyberSecurity dated
04.07.2023
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With reference to the HQrs office letter No. Mech/ IT&S/810/CyberSecurity
dated 04.07.2023 , following directions are being reiterated for strict compliance
to all designated officers/staffs:
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To ensure maintenance of automated asset inventory of all hardware and
software available with their respective offices. A mechanism should be in place
for identification of the compromise device along with its respective user. Usage
of internet connected PCs by multiple users to be strictly avoided. It is reiterated
that all internet based PCs should have linux OS.

In case of reporting of any cyber incident, it would be responsibility of concern
nodal officer to ensure prompt identification /isolaticn of the compromised device
and submission of the case related evidence within one week of reporting of
incident.

All PCs are to be maintained under custody of an officer/staff. If the PC is
not kept under the personal custody of an officer/staff under personal
protection, the officer/staff will be held responsible for the system.
Mandatory security audit and VAPT clearance for all website /po- .als designated
to be hosted/any update to already hosted website /portal resulting in change in
the state of hosted application to be taken from CIRA.
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